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CPABHEHTIE IIIUOPOB C OTKPbITbIM KIIOTIOM

C.A. EYTNHA, A.K. CAPEACOBA, A.B. JIN

Ha ceroAnsu*ruit AeHb Kpl,Ilrorpa$uvecKrre crlcreMbr r.rcrroJrb3yrorcs B peBJrr{rr
qeJloBeqecxoft 4exrenbHocrl,I. OAnofi r43 caMbrx loilynrpHbrx crrcreM orKpbrrofo KJrro
RSA.

RSA - Kplrnrofpa$uvecrcax cl4creMa orKpbrroro KJrroqa, o6ecnequsarorlas raKue
3arrlr.rrbr KaK urn$ponanne v qusponax roAnr.rcb (ayreuru$v]({ar\krfl. yc
no4nnnnocru). Kpzuroczcreua RSA paspa6orana r 1977 roAy vr HiBBaHa r
pa:pa6oruuxos Ronald Rivest, Adi Shamir u Leonard Adteman [1].

B ocuoee ire)I(ar ABa Krroqa - ny6nuvnufi u upunarnrrfi. fly6nzvHr,rM KJrrorrov
uapa (e, n), a upunarHbrM - napa (d, n).

K rIpeI4MyrIIecrBaM AaHnofi ct4creMbr orHocrrcr: 1) cvcreMa no3BoJrrer
npaBznbHocrb KJrroLIa; 2) xaxgrrfi uoxer [poBepr4Tb rroArrrrcb, ecJu4 r4Meercr coo
6ucrpar u HaAex(Has ctrcreMa.

K HeAocrarKaM clrcreMbl RSA orHocrrc.f,: 1) crrcreMa Bce BpeMJr ycrc
coBepllreHcrByerct, oHa AeJlaercs 6oree Ha4exnofi, B To )Ke BpeMf, 3aMe4J5rercr (
pa6oru; 2) n cnxzu c MaJIeHbKofi cropocrrro ruuspoBaHr{r coo6rqenux qarue Bcero
vcnonb3ys 6onee [polr3BoAIrreJlbHbre cuMMerpnqHbre ruropLrrMbr co crryrafrHbl\r r(

[anHrrfi MexaHIl3M klMeer HeKoropbre yr3BrrMocrrr B Br4Ay neo6xo4uruocru r(
xpuurocrofrxttfi reHeparop cnyuafinsrx rrr4ceJr Infl $oprunponaunx cnyrafoir
cl{MMerpI4qnoro urlrSpoBanvlfl,, roroprrfi Moxer e(f$errunuo lporrrBocroqrb BHer[r{rr\l

Cxetra 3nt-faruzurr (Elgamal) - r<puurocr4creMa c orKpbrrbrM KJrroqoM, ocrrl
Tpy.4Hocrl4 BbIqI4cJIeHkIt AplcKperHhrx norapu$MoB B KoHeqHoM rroJre. Cxerua 6rura npe.
1985 r. [2].

!m ruu$poBanns, KaK LI e RSA, Heo6xoAnuo creHepr4poBarb KJrroqrd. flnr aron
cnyrafrnoe qrrcJro p :7, Aanee uo46zpaeu g, l<g<p, g : 5. Cne4yrorquna Aeficreuev 6
crry.rafrnoro qr4cra x, l(x<p, x:4.

Erqe ornzu KJrroqoM 6y4er y, BbrqvcJrreM ero uo $opuyne: y: g* mod p:54 mo
Tarcuru o6pa:ovr, orrcprnufi KJrroq (p,g,y) - (7,5,2), a 3aKphrrbrfi xnro.r x: 4.
,{nx samu$ponru coo6Iqenzx M, nrr6upaeru cnyvafiHoe qr4cJro k, roropoe Jo

B3arrMHo rrpocrbrM c (p -l) lr coorBercrBoBarb nugy 1<k<p-1.
fnasHr'rl\4 rIpeI4MyIIIecrBoM Anr AaHHofi cxennu rBJrrercr ee BeporrHocrrsri

mu$ponanzr, TaK KaK TaKI4e cxeMbr sau6onee crofirze B cpaBHeHr.rq co I

onpeAeneHHblM npoqeccovr mra$poBaHr.rrr. 3ror nepoxrrrocrrrrrfi xapaKTep Aocr[raerct
Hiun4qr,rK) uepeiuennofi k.

Ocnonnuu MI4HycoM cxeMbl ruu$ponaunx Elgamal flBrrnercfl. yBeJrHqeE
:arurz$ponaHHoro reKcra BABoe. .{nx cxeurr BeporrHocrHoro ruz$ponaHlrr KJrroq H c(x
He orrpeAeJurrcr uuSporeKcr oAHo3HatrHo.

I4tan<, Kpl4nrorpa$uvecrax cvcreMa RSA gsaqr{TeJrbHo rporqe B r.rcrroJrb3o3
Elgamal, TaK KaK rpe6yer MeHbIIre rraorqnocrefi rd cooTBercrBeHHo BpeMeHlr. O;
rlpeAcraBJu{er co6ofi naz6onee 3alrlrlrqeHHofi or B3JroMoB, qro AeJraer ee ororofr
rrorryntpHblx Iz paclpocrpaHeHHbrx Kpr{nrorpaSzuecrzx cr4creM orKprrroro KJrroqa B r{r
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